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0 - VPN User Manual

VPN service

¢Why use VPN?

The VPN service is used to establish a secure connection between your computer outside of
CIMNE and the network at CIMNE in building C1 of Campus Nord UPC. This way you will be
able to get access to shared folders, servers and other devices connected to this network as if you
were in the building.

In this guide you will find the steps to follow depending on the operating system you are using.

Installation and configuration
OS Windows 10

Video: https://youtu.be/5SuOLhfXRj5E
You have to follow this simple steps:

1- Install OpenVPN:

In case you don’t have it in your remote computer, you have to go to the web of manuals and
downloads of CIMNE: https://web.cimne.upc.edu/groups/sistemes/

Go to “Utilidades” and there you will find the installer:

IVIUII\-A\-JI\—-—J] b

File «
ansible.zip

OCS-NG-Windows-Agent-Setup.exe

openvpn-install-2.4.8-1602-Win10.exe

TeamViewer_Setup.exe
User Guides &
Buying Forms

Change Password

Download it and execute it. Accept all the steps on the default configuration.
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2- Add VPN keys

The keys are sent to the user once he/she has been registered at CIMNE if the VPN box has been
checked on the registration form. Otherwise you will have to ask for a VPN account creating a

ticket (https://tickets.cimne.upc.edu).
Once you have the keys, you have to copy them to the following directory:

C:\Program Files\OpenVPN\config or C:\USERS\[tuusuario]\OpenVPN\config
When this is done, you are ready to use OpenVPN.

NOTE: These keys are junt a bunch os characters used by the PC to communicate with the CIMNE
network you shall not execute it, only copy it like explained before.

3- Connection

Execute the OpenVPN software (you can probably find it in the desktop, if not, search it in the
Windows menu)

9

Google Chrome

0

OpenVPM GUI
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In the lower right corner of your desktop, you can find the icon of the program (2). (Do not confuse
with the network icon below!).

Right click on the icon and click connect (If you can’t see the options is because the keys are
missing).

WA
T e

Conectar
Desconectar

Reconnect

Mostrar estado

Ver Log
Editar config

Clear 5aved Passwords

Import file...

Opcicnes...

Salr
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If everything is fine, you will see a note confirming you are connected and your new IP address.
Also, the program icon will be now green.

12:56 E
04/02/2020 2

A~ a8 577 o)

You are now connected to the CIMNE network!

Instructions to connect to the network shares and remote desktop:

https://web.cimne.upc.edu/groups/sistemes/Manuales/A cces0%20remot0%20-%20VPN/Barcelona/
Manual%20r%C3%A 1pido%20de%20Conexi%C3%B3n%20a%20recursos.pdf

OS Linux Ubuntu/Debian/Mint

1) Open a terminal and install OpenVPN with:
$ sudo apt-get install openvpn

2) Create a new directory called vpnkeys and move the “.ovpn” file (username.ovpn) there:

$ mkdir vpnkeys

3) Go to the new directory and execute the OpenVPN program inside:

$ cd vpnkeys
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$ sudo openvpn --config user.ovpn --client

OS MacOS

1) Go to the following link and download and install the latest stable version:

https://tunnelblick.net/downloads.html

Once it is installed, you should have this logo on the top right of your computer:

itana  Ayuda ',} Lo =~ Jue10:58 Q =
=

t.net b e =]
| - Actualizaciones disponibles Reiniciar x
Connecting to OpenVPN =4 ;Reiniciar para instalarlas ahora o A
| esta noche? Mis tarde
f VVE 1ISTU UaliDiaudis Ul Ssveral
PN on languages...
Source Contribute Contact

2) Save your VPN credentials (username.ovpn file) on Downloads.

If you don’t have them, open a ticket at the tickets website (https://tickets.cimne.upc.edu)
and ask for them and the “ta.key”. Save both files on Downloads once you have them.

3) If you already have the credentials, open a ticket and ask for the “ta.key” file. Save the file
on Downloads.

Once the “ta.key” file is downloaded, make sure the name remains unchanged.
Otherwise, change the name to the original: “ta.key”.
Same goes for the “username.ovpn” file.
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4) Click on the Tunnelblick logo and then on “Add VPN”.

uda Blaos - Jue11:13 Q=
{:‘- 1

I DpEF‘I‘I.-"F"N ACCEES EEHi DEtE”ES dE 1LIJII::'Q... i_

Salir Tunnelblick

urce Contribute Contact

Then drag your username.ovpn file under “Configurations”:

L NN ] Configuraciones - Tunnelblick

¥ Configuraciones m Ajustes
04613880261 “Tunnelblick: Disconnecting; notification window discornect button pressed
004614 028805 “Tunriblick: Disconnecting using Til'
01 10:48:14 Z20484 event_wait : Inferrupted system call (eodesd)

2020-04-01 10:46:14 225237 /sbinfroule delels -net 192.168.160.0 10.11.0.5 255 255 255.0
dalete nel 192168, 160.0: gateway 10,1105

2020-04-01 10048:14 237410 fbinrout deléts -net 192.188,130,0 10.11.0.5 255,265 2850
dalete net 182.168.130.0: galeway 10.11.0.5

2020-04401 10:46:14 245220 ishinfroute delete -nat 192.168,150.11 10.11.005 255 255 255 285
dedite nat 152 168.150,11; gatewdy 10,1105

2020-04-01 10:46:14 245690 /sbinfrouls delels -net 10.2,123.0 10.11.0.5 255.255.255.0
dalete net 10.2.123.0; gateway 10.11.0.5

20200400 10:46:14. 253348 fshinfroute delete -nat 152.168,170.4 10.11.0.5 255 255 2565 255
dlete nel 192 188170 4: gateway 10.11.0.5

2020-04-01 10:46:14_ 257853 isbinfroula delels -nat 182 188.170.10 10.11.0.5 255255 255 255
dalete net 192.168.170.10: gateway 10.11.0.5

2020-04-01 104514 26TEET fsbinfroute delete -nat 152188, 170.6 10.11.0.5 255 255 255 255
dalede nat 192.168.170.6: galeway 10.11.0.5 I

2020-0s4-01 10:46:14. 272017 febin'routs delels -net 182.168.170.15 10.11.0.5 255255 255 255
dalete nat 192.168.170.15: gateway 10.11.0.8

2020-04-01 10:45:14 275698 ishinfroutis delele -net 147832 199 10,11,0.5 255,255 255 255

o+ — ?
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Accept all the default Settings. Your username should now appear under the configurations

list:
[ NN apuigferrat: Desconectado - Tunnelblick
@ O =& o 0 ()
m Apariencia Preferencias Utilidades informacidn Entrar en modo admin

¥ Configuraciones ZEDH rwstes

BT 192 “Tumnadblick: macDS 10012 (18A323); Turnelblick 3.8.2 (build 5480)

:51:5H 006001 "Tunneiblick: openvpnstan starting OpenvPN

M 1I:I 51:45.280871 OpenWPN 2.4.8 xBf_d4-appe-darwin [S5L (OpenSSL)] [L2T] (LZ4] MHAECVDA| [AEAD]
buill on Mar 22 2020

2020-04-02 10:51:59 280002 liprary versions: OpenSSL 1.1.9e 17 Mar 2020, LZO 2.10

2020-04-02 10:51 55283692 MANAGEMENT: TCP Socket Bstening on [AF_INET]127.0.0.1:83638

2020-04-02 10:5159 283706 Mead hold release from management inleiace, waiting. .

2020-04-02 10:51 59, 724541 MANAGEMENT: Client connected fram [AF_INET]127.0.0.1:636348

2020-04-02 10:51 58, 731051 MANAGEMENT: CMD pad’

2020-04-02 10:51 59, 732477 MANAGEMENT. CMD “auth-ristry inderic’

2020-04-02 10:51:59. 733636 MANAGEMENT: CMD "staba on®

2020-04-02 10:51 59, 735611 MANAGEMENT: CMD ‘state’

2020-04-02 10:51:59, 740599 MANAGEMENT: CMD Brytecourt 1'

2020-04-02 10:51:59.743158 MANAGEMENT: CMD hold release’

2020-04-02 10:51 58744722 NOTE: the current —scripl-security setling may allow this configuration 1o call user-gelined

- e mm = e

scrpts
mm-mmmjau?mmmmmcmmmmm Using 256 b message hash "SHA255' for HMAC I

mw«wmﬂ?wmwww Channel Authentication; Liging 256 bit message hash SHAZEE for HMAC
authenbcation

| = g 7 | Coplar Diagndsticos Conectar

5) You can now connect to the VPN with your username:
.ﬂ B Jue11:23 Q

Detalles de VPN...

N [EeE open

Conectar apuigferrat

! salir Tunnelblick

Once you connect, you will be prompted an error with DNS. You can ignore this.
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